CTA White Paper


CTA White Paper Brief

Improving MHS Medication Safety through Application of Intelligent Software Agents for Adverse Drug Event (ADE) Risk Reduction 

“In the Committee’s view, the following (ADE root cause) factors head the list:

· The inherent limitation that individual caregivers cannot maintain every patient’s full background information as well as current scientific and clinical best practice knowledge in their heads in order to make the best possible treatment decisions.

· The absence of necessary patient information and medical knowledge in the hands of decision makers at the point of clinical decision making…..”  

President’s Information Technology Advisory Committee, June 2004

Objective

The purposes of this white paper brief is to: a) identify potential high-yield opportunities for preempting or detecting and mitigating medication errors that frequently result in preventable adverse drug events (ADEs) associated with patient harm; and b) propose cost-effective, near-term advanced informatics solutions to exploit these potential opportunities.
Background

Medication delivery and associated adverse drug events
 (ADEs) comprise the single largest category of medical errors in the U.S health care system
. Commercial health care sector studies have reported an incidence rate of 6.5 per 100 adult admissions (Bates et al, 1995), 2.3 per 100 pediatric admissions (Kaushal, et al., 2001), 1.89 per 100 resident-months in nursing homes (Gurwitz, et al., 2000), and 7.6 per 100 in adult outpatients (Gandhi, et al., 2000). 

We are unaware of any published or otherwise publicly available studies that have rigorously investigated ADE incidence within the broad DoD Military Health System (MHS). A limited preliminary perspective is offered in a pilot data collection project on the rate of near misses and adverse events performed by the Air Force Materiel Command (AFMC) during a 1-year period from April 2000 to March 2001 at ten de-identified hospitals within the Air Force medical system (Tackett et al, 2001). That effort reported 785 medical errors, 442 of which were medication errors that resulted in 87 adverse events associated with varying levels of harm. The reported data indicated a mean error incidence rate of 1.05 errors per 2000 patient visits which, if projected to 200 MHS treatment facilities (MTFs), yields an estimated 15,600 errors resulting in potential harm to 1,740 patients annually (Tackett). 

Computerized physician order entry (CPOE) with decision support software has shown to reduce the frequency of serious medication errors (Bates, et al, 1999 and Teich, et al, 2000) by 55-81%.  Associated clinical decision support tools such as alerting functions for drug-drug, drug-patient interactions and allergies have become key CPOE functions with significant potential for improving medication safety. An excellent illustration of their value is presented in a recent study (Galanter, et al., 2005), in which automated clinical decision support rules were implemented to reduce ADE risk in the presence of renal insufficiency by defining minimum safe creatinine clearance guidelines for all formulary medications. Follow-up evaluation demonstrated a marked 89 to 49% reduction in the probability of a patient receiving at least one dose of a contraindicated drug.   

Although those results are promising, recent findings from a recent DoD CPOE study, Survey Report on the Drug Alert System and Overrides in CHCS, 2004, illustrate that as CPOE alerting capabilities evolve and increase in complexity, it has become increasingly important to develop methods and approaches to monitor and evaluate their performance and effectiveness as clinical decision support aids. This CTA study surveyed representative healthcare providers/CHCS users from DoD sites in the Washington D.C. Area including the Military Family Health Clinic at National Naval Medical Center, the General Medical Clinic at Walter Reed Army Medical Center, as well as members of the Provider Integration Product Team for the Military Health System. 

Study findings indicate that a majority of surveyed providers ignore or override CHCS drug alerts they receive, perceive a large number of alerts to be clinically insignificant, and rarely change their prescribing decisions or clinical/laboratory monitoring plans based on alerts received when ordering or prescribing medications. Although the authors cautioned that the study sample size (N = 30) may have been too small to generalize, they indicated their findings most likely represented widely held opinions and views that influence medication delivery decision making across the broader MHS CHCS user community.  

The study makes recommendations for improvement that include application of advanced logic/algorithms for reengineering the drug alert knowledge base to narrow system sensitivity by reducing clinically redundant and insignificant alerts (false positives), and sharpen system specificity to enhance accurate identification of clinically significant alerts (true positives). The study suggests that such a new layer of “intelligent alert filters and generators” could be added at the interface of the COTS drug knowledgebase and the CPOE decision support tool. This new layer of logic would dramatically improve the signal to noise ratio by automatically resolving a majority of commonly alerted but clinically insignificant situations, while amplifying identification of clinically significant and/or potentially life threatening medication errors. For example, “intelligent” CPOE systems could suppress interruptive alerts for renewals of medication combinations for which patients have prior documented history of tolerating or are currently receiving. 
The study also recommended developing tools that perform autonomous monitoring of alerts and use trended, clinician end-user acceptance/override data for continuous process improvement through identification, modification, and/or elimination of inappropriate alerts to improve system integrity and promote widespread clinician confidence, acceptance and use of the alert decision support system.

Resolving ADE Reporting Gaps through Computer-Assisted Surveillance

In December 2000, DoD initiated a voluntary, anonymous self-reporting patient safety pilot program using the MEDMARX reporting software system (United States Pharmacopeia, Rockville, MD) for standardized, anonymous medication error data collection. In 2002, a centralized medical event registry that blends  MEDMARX data with monthly MTF patient safety event reports was established at the DoD Patient Safety Center (PSC, Rockville MD), and the MEDMARX reporting system was expanded to include approximately 150 MTFs worldwide.  

Although clinician voluntary reports have a high positive predictive value (Field, et al, 2004), commercial sector studies indicate that only a fraction (estimated 5-10%) of true ADEs and potentially associated patient harm is reported in hospitals relying on voluntary incident reports to track adverse events and assess risk (Cullen, et al., 1995). Although it might be expected that voluntary ADE reporting in a government military environment would result in more comprehensive/complete detection of ADEs, recent discussions with PSC leadership confirmed that current MHS reporting of medication adverse events represents an estimated 10 to 20% “tip of the iceberg” partial snapshot of actual MHS ADE incidence rates and associated potential patient harm.  As a result, sole reliance on voluntary,  ADE reporting by commercial and government healthcare organizations represents a serious gap in patient medication safety improvement programs since the ability to accurately measure outcomes is an essential component of any continuous quality improvement program.   

Although manual clinician review of medical records is considered the “gold standard” approach for ADE assessment, it is highly resource intensive and therefore not feasible for system level application. As an alternative, computer-based ADE monitoring has shown efficacy for gauging the effectiveness of ADE prevention efforts (Jha et al, 1998). This study also found very little overlap between the types of ADEs identified using different methods (i.e., voluntary reporting vs. computer-based ADE alerts), suggesting that different detection methods capture different events and that multiple ADE data sources should be considered in measuring the overall efficacy of ADE prevention programs. 
Subsequent studies have demonstrated that an automated surveillance strategy based on application of  computerized rule-based sentinel triggers and automated free-text review of electronic clinical notes can capture over 60% of ADEs in an ambulatory setting (Field, et al, 2004; and Honigman, et al, 2001). Sentinel triggering events studied included elevated drug levels, abnormal laboratory results, orders for medications considered to be antidotes, and relevant diagnoses (ICD-9 codes) indicating potential ADEs.  Sentinel text events investigated were based on recognized associations between specified high risk drug classes and adverse patient reactions associated with confirmed ADEs, and software designed to detect key words or phrases in electronic medical records of patients administered such high risk drugs indicating potential ADEs (Field, et al, 2004). In effect such tools continuously monitor/filter electronic medical records including incoming patient and order data and apply rule-based reasoning to alert appropriate clinicians of a potential or actual ADE for subsequent adjudication.       
Enhancing CPOE Alert Functionality through Intelligent Agent Applications 
Prescribing errors are highly prevalent in clinical settings without computerized decision support, in which medication safety depends on the ability of individual physicians to recall and match multiple probabilities for adverse drug effects with patient-specific clinical characteristics. A majority of CPOE systems with  drug interaction, drug-disease and drug-allergy alerting capabilities, including the DoD CHCS, use commercial knowledge bases that are non-selective and all-inclusive, designed with emphasis on breadth of coverage rather than on specific clinical relevance or potential severity of adverse events (Reichley, et al, 2005). Studies suggest that efficacy of these systems may be sub-optimal due to high proportion generation of clinically insignificant alerts that interrupt workflow and inundate clinicians, resulting in high override rates and potential for ignoring important, clinically significant alerts. In that regard, a recent study showed that ambulatory physicians accepted only 11% of high severity drug interaction alerts in a CPOE environment using an inclusive knowledge base (Weingart, et al, 2003).  
By contrast, a more recent study by Shah, et al (2006), demonstrated marked improvement in clinician end-user acceptance of interruptive alerts (i.e. requiring user action before completion) using a customized, selective knowledge base and minimizing workflow interruptions. In this study, a tiered by level of severity alert system was implemented that limited alert burden by assigning 71% of triggered alerts to a non-interruptive, “for your information” display mode. Although rates varied by alert type, an overall acceptance rate of 67% for interruptive alerts was achieved. The authors concluded that the observed high rate of alert acceptance was accomplished by presenting clinicians with fewer, more meaningful alerts. At the same time, they cautioned that more research is necessary to determine an optimal balance between over and under-alerting. The study also highlighted additional opportunities for alerting performance improvement by identifying clinically inappropriate/inaccurate alerts through clinician entered override reasons, such as presenting new evidence for using a medication despite the displayed contraindication. The authors concluded that those findings underscore the necessity for real-time updating of drug knowledge bases with current clinical literature. 
Software agents operating as ”intelligent assistants” can monitor user behavior (e.g. alert overrides) and enable development and continuous improvement of customized user interfaces and automated workflows to reflect facility-specific clinical policies and clinician decision-making style and preference; thereby helping to achieve an appropriate balance between useful and over-alerting. Agent applications can also enable continuous refinement of underlying alerting rules through automated incorporation of the latest and best available evidence extracted from dynamically evolving ADE reporting functions and clinical and pharmacological drug alert knowledge bases into rules. Finally, agents can support the integration/fusion of asynchronous data such as markedly abnormal laboratory values and CPOE systems with medical history into a timely decision support framework. Related inferencing capabilities would alert clinicians of potentially dangerous medication orders, while minimizing inaccurate alerts due to obsolete data, “false alarms” and/or “nuisance” alerts. 

Agents and supporting ontologies are already successfully employed in real-time identification and extraction of “actionable intelligence” from vast arrays of rapidly expanding health care information available via the Internet (Moreno, et al, 2003). Software agents would also enable development and continuous process improvement of clinical decision support algorithms for optimizing drug therapy (Wanger, et al. 2004) in commonly encountered complex clinical situations. Relevant examples include application of “if-then-else” rules when there are multiple drug class selection options for treatment, and fuzzy logic rule application when drug and drug dosage decisions depend on the presence and relative influence of multiple, patient-specific variables. 

Evidence Based Solutions Development Approach
The previously referenced evolving research evidence base supports findings and conclusions of the recent evaluation of existing CHCS drug interaction alerting performance, which reveal promising potential for substantial performance improvement through incorporation of agent based artificial intelligence that addresses gaps in current ADE incidence reporting and limitations in current CPOE decision support capability.

The DoD roll-out of AHLTA (formerly CHCS II), a patient-centric, longitudinal electronic health record (EHR) system with real-time global access to patient information including laboratory, pathology, pharmacy and radiology affords an unprecedented opportunity for application of highly automated, intelligent ADE surveillance and alerting functionality. AHLTA has been deployed at 61 facilities, with an additional 17 now in progress. Worldwide deployment is expected to be completed by December 2006, at which point it will be available to support more than 9.2 million TRICARE beneficiaries' EHR. This massive implementation initiative supplies the extensive patient-centric electronic medical system infrastructure required for effective MHS-wide clinical decision support implementation. With regard to CPOE clinical decision support functionality, we understand that near-term, AHLTA will rely on the existing CHCS medication drug-drug and drug-allergy alerting functionality, which in turn relies on a commercially available drug knowledge base (First DataBank). In addition, MHS ADE incidence tracking and monitoring will continue to rely on voluntary and anonymous clinician reporting, using MEDMARX.  

We are proposing a study to enhance the efficacy of MHS ADE detection/reporting and AHLTA preemptive ADE alerting capabilities through application of intelligent agent technology. Our focus will be in three  promising interrelated, reciprocally reinforcing opportunity zones for performance improvement: 1) applying cost-effective agent based, highly automated sentinel triggers and clinical record free-text searches within AHLTA electronic records to detect previously unreported medication errors and associated potential ADEs, thereby augmenting and expanding voluntary MEDMARX reporting capability and value, while maintaining anonymity and confidentiality; 2) developing, applying highly specific alerting functionality that maps to the true frequency of ADEs measured through voluntary reports, rule-based sentinel triggers and free-text searches that results in measurable reduction ADE frequency and associated patient harm; and 3)  demonstrating efficacy of improved alerting functionality in minimizing inaccurate and clinically insignificant alerts in order to enhance clinician acceptance and use of the medication safety alerting decision support function.
Study Design and Methods

We propose a 2-stage, longitudinal study of a statistically significant sample of AHLTA medical records for an ambulatory population receiving care in a selected subset of MTF(s)/clinic(s) over a total 12-month time course.

Stage 1 (months 1-6) will evaluate and identify a true ADE baseline incidence rate through combination and aggregate analysis of voluntary reporting and computerized sentinel triggers developed by CTA in consultation with a nationally recognized mediation safety expert advisory panel. The expert advisory panel will also assess and validate sentinel events as ADEs, and assign level of severity/patient harm determinations through consensus process. Stage 1 will also establish baseline measures of alert override frequency, and perform trend/pattern analysis of clinician specified reasons for CPOE alert overrides. 
Stage 1 goals include: demonstrating efficacy and patient safety improvement relevance of computerized ADE alerting as a meaningful enhancement to voluntary MEDMARX ADE reporting; determining baseline metrics of ADE frequency and associated patient harm; and evaluating clinician use and acceptance of current alerting functionality to establish a knowledge framework for enhancing alerting capability and improving clinician use and acceptance in follow-on Stage 2.  

Stage 2 (months 6-12) will utilize results of Stage 1 analyses to design a selective set of alerts that focus on high frequency/high risk categories associated with significant patient harm that are underreported or not reported voluntarily and/or not adequately addressed through current alerting functionality. This high frequency/high risk group of alerts will be designated through specific modification of AHLTA CPOE knowledge base alert rules, as the only subset of total alerts that is interruptive, thereby minimizing clinician alert burden and concomitant workflow interruption. Clinician interruptive alert response (i.e. modification in treatment plan) will be monitored and assessed, and overrides will require appropriate clinician justification selected from a structured response drop-down menu that includes a free-text default option. Evaluations performed will include: trend/pattern analysis of clinician alert response and override decisions; formalized assessment of clinician attitude and acceptance of modified alerting functionality; and reduction in Stage 1 baseline frequency of ADEs associated with significant patient harm. 

Stage 2 goals include: demonstrating measurable reduction in frequency of ADEs associated with significant patient harm; improving clinician acceptance and use of alerting functionality; and specification of potential modifications for improving alerting functionality, based on clinician feedback and reevaluation of ADE frequency pattern analysis that indicates inappropriate/inaccurate or under-alerting

Why Now: Timeliness for AHLTA Medication Safety Performance Improvement

The initial phase of AHLTA rollout is currently under way. Developing and piloting medication safety performance improvement initiatives with substantial potential application for system wide application at this critical early phase of implementation may provide strategic guidance that helps set a course long term course for optimal benefit and return on investment for the life of the system over the next decade.
Why CTA

 CTA, with teammates Altarum, Apelon and others, currently supports the TRICARE Information Management organization with requirements engineering and analysis services for AHLTA and related MHS systems. Additionally, CTA currently supports active military and intelligence organizations with software agent/ontology engineering designed to meet warfighter information needs in today’s “net-centric” environment. Much of that engineering and methodology is highly relevant and applicable to improving previously outlined AHLTA medication safety capability and our subject matter expertise now includes deep domain experience applying informatics in population health science guided initiatives for system level health care quality and safety improvement. For this study we would propose to assemble a panel of medication safety experts to help guide and evaluate study results.  We would also examine existing commercially available “intelligent assistant” healthcare products that could form a platform for the intelligent agent technology envisioned.  CTA does not develop commercial healthcare software or data products, and is well positioned to provide independent, objective assessments of available technologies and “best of breed” COTS tools to support this initiative.  
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� For this study, an ADE is defined as an injury resulting from the use of a drug. 


� Medication errors represent approximately 50% of all patient safety events reported by military health care facilities (Nosek, et al, 2003).
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